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1. iQNetScan 6 System Requirements:

- . Service Recommended Application Recommended
Minimum Requirements b o
Specification Specification
CPU 1.5GHz 2.4 GHz 2.0 GHz
RAM 512Mb 1GB < 500 nodes 1GB
2GB > 500 nodes
Disc space 100Mb 64Mb+ Data 64Mb
oS Windows XP Professional Windows Server 2003 Windows XP Professional
Standard Edition
Service Pack SP2 SP2 SP2
Additional .Net Framework 1.1 (SP1 ..Net Framework 1.1 (SP1 .Net Framework 1.1 (SP1
software recommended) for MySQL 5 recommended) for MySQL 5 recommended)
or above or above
.Net Framework 2.0 (SP1 .Net Framework 2.0 (SP1
recommended) for MS SQL recommended) for MS SQL
2005 or above 2005 or above

Please note that iQNetScan supports the scanning of the following Operating Systems:

Windows NT 4 ¢ Workstation and Server with SP4 including WMI
Windows 2000 ¢ both Standard and Server additions
Windows XP

Windows 2003
Windows Vista

=2 4449

© 2008 iQuate v1.0
Page 3



iQNetScan Quick Start Guide @ =
IQuate

2. Basic iQNetScan 6 Installation Instructions

2.1. Pre-Install

Ensure that Microsoft .NET Framework 1.1 (SP1) is installed on your machine. Check that .NET Framework is
AyaidlrfttSR 0@ 2LISYyAy3 {GFNIk/2yiNRf tFyStk! RR 2N wSY2¢
MOME OCAIdzZNE MmO
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Figure 1 - Verify .Net Framework Installed

2.2. Data Storage Options

iQNetScan 6.2 supports Microsoft SQL Server 2005 or above and MySQL 5 or above. You can specify your
database connection details by using the iQNetScan Application and clicking on Configuration ¢ Data Storage
Option. No database client is required in order to connect to the remote database server.

iQNetScan 6.2 ships with Microsoft SQL Server express and is the recommended database platform as it does
not require any extra licensing. Users can use MySQL which also does not require any license to be purchased.
Please contact support@iquate.com for detailed instructions on how to install and configure MySQL or go to
http://www.mysqgl.org
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2.3. iQNetScan 6.2 Installer

Users can download the iQNetScan 6.2 installer by registering on the iQuate website (http://www.iquate.com).
After the iQNetScan.exe file has been downloaded, double click the file to begin the installation process as
outlined below. The installation process will by default install both the iQNetScan Service and Application on
the machine. Users can unselect the iQNetScan Service or Application during the installation process if they
wish to install one if the components only.

2.3.1. iQNetScan 6.2 Installation

x
Step 1: Setup Wizard = Setup wizard e

v e et ot el ot o
ToinstalliQNetScanc @1 Of A O1 abSEGE¢ 2y %
Wizard Screen. Z

o
*** please note that .Net 1.1 is required to run the iQNetScan 6.2
installer. = =1

x|
o iQNetScan

Step 2: End-User License Agreement

iQNetScan |
All users must agree to the terms and conditions of the iQNetScan
End User Agreement in order to proceed with the installation. e e SOTUARE FReReT
/ f A O ‘l d L ! 3 N&rﬁléue. I y' R d b S E u é u 1 Laccept the terms in the License Agreement

" Tdlo ok accept the terms in the Licenss Agresment

Step 3: Custom Setup
&

e e b et iQNetScan

The installation process will by default install both the iQNetScan
Service and Application. Users can unselect the iQNetScan Service
or Application during this process if they wish to install one of the S demanie
components only. They can also select what location they wish to

install iQNetScan 6.2 to.

a below to change installed,

Location:  CiProgram Fles\iQuateljQhetSeant e
/ £tA01 abSEGE G2 LINROSSR ot | Losvon | _com (o] o |
Step 4: iQNetScan log files
By default the log files for iQNetScan 6.2 are installed to
5

C:\Documents and Settings\All Users\Application
Data\iQuate\iQNetScan\Logs. This step allows you to specify a
different location if required.

iQNetScan log files

tion For {QMetScan og fies. iQNetScan

Speiy th

Browse ta the location to be used far the iGNekscan log files,

Logging Path: [cipocuments and Settingstal Userstapplcation Dataliu

==
By default the option to clear the iQNetScan Service is restarted is TR

enabled and it can be disabled by un checking the tick box.

*** Please note that the iQNetScan Service log file has a limit of = =

5Mb in size. Once the file has reached the 5Mb limit, it will
automatically erase itself and start again from OMb

/| tA01 abSEGéE (2 LINROSSR
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Step 5: iQNetScan Database configuration

Microsoft SQL Server 2005 Express is bundled with the iQNetScan
cdu AyadlkfttSNW» {StSOGAYy3a aLy
install a new database instance which can be configured by

Oft A0l Ay3 abSEGE

Please go to Step 8 if you wish to use an existing Microsoft SQL
Server 2005 Express (or above) or a MySQL 5 database, or if you
want to use a blank MySQL 5 database.

Step 6: SQL Express Database Configuration

Users must specify the name of the database and database
instance they wish to create to use with iQNetScan 6.2

They must also set a password for the SA account which should
consist of 8 alphanumeric characters with at least one upper and
lower case character.

*** please note that using the special chk NI} OG SNJ & A
password will cause the installation process to fail.

(o

/ £ A O1¢ &ilRSHe Kicrosoft SQL Express 2005 installation.

Step 7: Existing Database Details

To upgrade an existing iQNetScan 6.00.18 database, please enter
in the database server, database name, database username and
the password for the user.

hyoS Fttf RSdFAfa KIGS 6SSy S

Step 8: Service Credentials

Users must specify the domain, username and password for the
account that will be used to run the iQNetScan Service. These
credentials must have administration privileges for the local
machine in order to start the iQNetScan Service.

Please contact your local administrator if the account specified
does not have administration rights to the local machine.

/I tA01 abSEGE G2 LINRBOSSR
*** Please go to Step 11 If you are installing using a blank

database with iQNetScan 6.2

@ iIQuate

X
iQNetScan Database .
iQNetScan

2005 Express or use an
tahase,

& Install New SQL Server Instance

" Use Existing Database

<Back. hext > cancel

X

iQNetScan

2t up 2 new database instalation

flonETscan
Database Name: fopetscan

ord is only used during nstallto create & database and
me For iGlet Scan ko use.

x|

iQNetScan

for the iQetScan database

€ 5qj sarver 2005 & sl

[oe-server

=

i ot

X
s used ta install e iGNetScan service iQNetScan

The credentials pravided must be efther a domain or camputer adinistrator account,

ipomam]
it
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Step 9: iQNetScan 6.00.18 Data Migration I ——— "
e |

Existing iQNetScan 6.00.18 users can upgrade their database using
a separate application. It is strongly recommended that users
backup their databases before upgrading as the process cannot be
reversed once initiated.

This data migration applicationwilla G I NIi o6& Of A O]

Step 10: Data Migration

Users can select how much data history they wish to migrate up to
a maximum of 13 months. Users can also choose to discard all
scan information by selecting none which will ensure that any risk
or licensing information will be kept.

iQNetScan data migration

iQNet5zan 6.2 feal
e

i
Whatday shouldbe.cs [er =
the start of your week?

The upgrade n migrate up 1013 months of existing
data, you may keep less data f you wish.

Howmangmonths ofdatado [

It is recommend that users take no more than 3 months of data

history as the data migration process can take a number of hours
to complete depending on server capabilities, number of months O
selected and amount of scans for that period.

iQNetScan

EEE - R

*** Please note that any data outside of the period selected will
be deleted.

Upgrading Database - Please ‘wait
ENERNERNENNENNRNERRNRNARE
Users can also have the ability to set what day of the week they Rebuiting tables - N5_Reculs - Ths could take 2 whils

wish to start recording weekly scans from.

[/ £ A O1 A Y Jtartdthe ¥ata migratibnforocdss and proceed to

Step 15.

St 11 R d | Il 1@ iQNet5can Setup x|
ep - nea y to Insta RE;Z'S::u‘p“:;z:"vdisveadytﬂbegmtheYyp\caMnsta“atmn iQNetScan

Once all details have been gathered in the steps above the e e

installation can be started. D ———

specified, Followsd by the iQfiet5can

[ fALONaGE £ ¢ G2 &adF NI GKS Ayal

R Cancel

Step 12: .Net 2.0 Framework installation (if required)

*** pPlease note that Microsoft SQL 2005 Express requires .Net Framework 2.0.
.Net 2.0 is included in the iQNetScan 6.2 installer and will be automatically installed if it is not detected on the
machine.

Step 13: Microsoft SQL Server 2005 Express installation

Product Status

A separate application will be launched to install Microsoft SQL
Server 2005 Express using the details provided by the user in step
6 above.
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|
Tnstalling iQetscan iQNetScan
Ste p 14 : i QN etsca n 6 . 2 i n Sta | | a ti o n z\iﬁzswa\t while the Setup Wizard installs iQNetScan. This may take several

Status:

After the database has been configured the installation of
iQNetScan 6.2 should being automatically.

1 et Scan Setup x|

Step 15: Completion of the iQNetScan 6.2 Setup Wizard

iQNetScan
hyOS GKS AyadltftridAazy KFa 02 Foeshtri
close the installation Setup. ek the Fish button to e the Setup Weard,
& RSTlLdZ G I OKSOl 062E hiéhwil A

start the iQNetScan 6.2 Application automatically.

© 2008 iQuate v1.0
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3. Activating your iQNetScan 6.2 license

iQNetScan ships with a trial license that is valid for 14 days and will allow the scanning of 10 machines. During
these 14 days, full product functionality is available to the user. After the 14 day period has completed a valid
CD-Key will be required to use the product.

After purchasing iQNetScan the end user should receive an email from support@igquate.com containing the
G AOSYyaSR 9YIFAf | RRMibbetdf dodesithe Bcenbe @ talid F afidith gkpirdtiGndiate
of the license.

To activate the license, open the iQNetScan Application
and click on Configuration ¢ Product Activation. This screen
will allow a user to specify their iQNetScan license details
before attempting to activate the license. The license
activation process requires internet access and this screen
also allows the user to enter any proxy authentication
details that may be required.

Once all the details have been specified, the user must click  [ime
Gactivate€ and they will be prompted to click GOk to S —
restart the iQNetScan Application. When it has restarted, -

click on Help ¢ About from the tool bar to confirm that the

license has been successfully activated.

53

If the machine that is running the iQNetScan Service does e — e
not have access to the internet then the user can activate BNt Pomiat Mot

the license by using a different machine that has internet
access. Click on the URL below and enter in your GLicensed
Email Addressé, &CD Key€ and dnstallation IDE. Your
Gristallation ID€ is listed on the product activation screen in
the iQNetScan Application. Once all the details have been
Syt SNBRz Of A0l 2y a! OGA @l
Copy the generated text into the associated field on the
Product Activation Screen within the iQNetScan Application
and click Gactivate€. The user will be prompted to click Goké
to restart the iQNetScan Application. When it has

restarted, click on Help ¢ About from the tool bar to
confirm that the license has been successfully activated.

To manually activate an iQNetScan license go to the
following URL: http://www.iquate.com/activate/



mailto:support@iquate.com
http://www.iquate.com/activate/

iQNetScan Quick Start Guide @ =
IQuate

4. General Support Tips for iQNetScan 6.2

1)

2)

3)

4)

5)

6)

7)

8)

9

IR 2 y Q (i theHolo@ &tails to use the iQNetScan Application

a. By default there is no password set for connecting the iQNetScan Application to the
iQNetScan Service. If both the service and application are installed on the sanieentiaeh
you should specify localhost for the host detailsl confirm that the iQNetScan Service is
running on the machineContactsupport@iguate.conif this does not resolve the issue.

| have run a scan but there are no results.

a. Check that the appropriate firewalls have been modified/disabled on both the target
computers and the iQNetScan server (see pbintlow).

I am unable to locate the log files for the iQNetScan Service or iQNetScan Application.

a. By defaulthe logs are located in @ocuments and Settingall UsersApplication
DataiQuatéiQNetScakLog$ (This location is specified tite time of instdation)

Not all the machines are being scanned.

a. Check theQNetScan Servidag file foré(RPC Server enst. These errors are most common
on machines running WWdows XP with Service Pack 2. By default Windows XP SP2 machines
will havethe Windowdirewall enabled. This can be disablednually or by using Domain
Group Policies. Please contaapport@iguate.confor more information orMicrosoftGroup
Polices ofor the ports that need to be opened to allow the machines to be scanned.

No errors in log file but very few machines are being discovered during a scan.

a. Fran acommandprompt mun the commandahet view to confirm tha all machines are listed
for the network. If this list does not contaihe expectedntriesthenan IP range scan should
be used instead of domain basschn

Machines are being scanned but they have very limited information available for them.

a. Check the error column on the inventory screen for errors for any failed madAtesss is
Denied errorscan be a result of achinesbeingscannedusing theirregistryentries butnot
by WMIwhich resuk in a limited amount of data being capture@ionfirm that the username
and mssword for the scan is correct or if the targechines are not running WMI eg
Windows NT.

Scans are not completing for all machines.

a. Check theQNetScan Servideg file dafibase errors and confirm that th®NetScaris using
a supporteddatabase rather than the file based databa3ée file based databaseayhave
issues writing data as the filesnbecome lockedThe file based database not supported
for this reason andll customers should use MySQL, MS SQL or Oracle instead. Insrantion
installing and configuring databasean be obtained by contactirsupport@iguate.com

I have just installed iQNetScan 6.2 and the Application generates a warning that the Service is not
started.

a. The username in specified during the iQNetScan 6.2 installation is not valid. Check the
account that the service is using to start it by opening services in administration tools.

| get license exceed messages in the results screen of my scans.

a. This message is generatethena user is attempting to scan more machines than thaye
been licensed foio verify the license details, optre iQNetScan pgplicationand click on
Help¢ Aboutto seethe number of machines used frothe licensed amount. If the limit has
been reached in error (ie 200 nadéensebut only 180 physical machines in the netwdhe
usershoulddeletesomeold scans or computerPlease note thaany machine that has been
rebuitmayd S NBO2NRSR (6A0S Ay (GKS aLYy@SyGa2NEE

O
[y
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