IQNetScan

Clientless Auditing, Tracking & Management of
your IT Assets

IT Compliance and Asset Management are two primary
business issues facing organizations today. Companies
need to perform reqular audits of their IT network to
ensure that the actions of employees (while using IT
assets) do not expose management to risks of
prosecution under licensing and copyright legislation.
However, compliance is only part of the equation.
Managers also need tools to implement software
standards, manage IT infrastructural change and
organize the firm’s IT and other assets.

iQNetScan is a comprehensive IT auditing and asset
management solution specifically designed for the needs
of Network Managers and Service Providers. With
iQNetScan you can:

m  Monitor IT Assets and Compliance

m Enforce Software Standards

m  Manage IT Infrastructural Change

m  Enable Asset Management & Financial
Reporting

m  Automatically Update the Latest Anti-Virus
Definitions.

The software is clientless, which means it is easy to
deploy and use, accelerating your time to productivity
and reducing the real cost of implementation.
iQNetScan ensures that you always have up-to-the-
minute inventory information, helping ensure 100%
compliance with IT standards on the audited network.
You do not have to install the application on each
machine you audit, saving you time and avoiding
network disruption.

In addition, iQNetScan enables you to enforce software
standards across the network and will automatically
notify Network Managers if those standards are
breached. You can also configure iQNetScan to audit the
network for unwanted movie, music, pornographic or
image files, enforcing company policy and saving
valuable storage space.

Centralized Auditing & Management

of all software & hardware - Be confident
that your organization is 100% compliant with IT
guidelines
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iQNetScan’s software usage function can save you money by enabling
Network Managers to assess how often applications are used and avoid

purchasing

redundant licenses. Asset management and financial

reporting functionality allows you to track and manage both IT and non-IT
assets. Finally, as iQNetScan is multi-site aware, Service Providers can
manage multiple sites and ensure information is only accessible to
authorised personnel at each site.

Enforce software standards across all PCs on the

corporate network - Automatically ensure that all
employees conform to your company's IT policy

Why Companies choose iQNetScan :

Stay Legal

You can configure iQNetScan to perform an entire hardware
and software audit of the network on a regular basis, ensuring
that you are always up-to-date with your licensing
requirements.

Manage Software

iQNetScan allows you to enforce software standards across the
company’s network, alerting administrators if software has
been installed on company PCs that could compromise the
network or compliance. You also configure iQNetScan to alert
IT staff if employees remove any software from their machines
you classify as Mandatory.

Manage Change

iQNetScan can notify administrators of any
implemented by employees on PCs or the network.

changes

Financial Reporting & Asset Management

iQNetScan allows you to track your company’s IT and non-IT
assets across their life cycle — calculating current values,
including depreciation.

Scan the Network for Illegal Files

iQNetScan allows you to scan the network for music or movie
files that could render your company liable for copyright
violations.
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Feature Overview

iQNetScan offers IT Personnel :

A rigorous IT auditing and asset management tool
which can collect over 700 types of information on
each PC connected to the company’s network.
Highly configurable auditing facility which allows
your staff to select particular groups or PCs you wish
to examine at specific times.

Clientless technology which enables administrators
to gather software and hardware inventories without
having to install the application on each machine.
Multi-site aware functionality that allows IT
providers to deliver a managed service to their
clients.
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View detailed machine hardware and software inventory
information including risk assessments
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Apply and maintain software standards for different

departments, groups, customers, etc.

Network Auditing

B Provides comprehensive inventories of all software and hardware
on the company’s network

B |dentifies applications on the network which are under or over
licensed.

m  Alerts auditing staff to undesirable or illegal files which can clutter
and disrupt the network such as movie, music, pornographic or
image files.

m Light footprint averts system disruption and allows IT
administrators to run iQNetScan during peak office hours.

m Speeds up response times for help desk support by delivering up-
to-the-minute information on all computers on the network.

B Includes a software usage function that enables engineers to
assess employee or client application usage rates and avoid
purchasing redundant licenses in the future.

Change Management

B Notifies administrators of IT infrastructural changes implemented
by employees or clients.

B By comparing results from previous scans, Network Managers
can assess software and hardware changes overtime.

Software Standards
B Alerts IT staff to the presence of applications with the potential to
cause liability or disruption when installed on the company
network.

B Automatically categorizes over 8,000 applications by risk level:
i.e.: Acceptable, Low, Medium or High and by type (e.g. office
applications, graphics utilities, etc.). These default settings can be
easily re-configured to suit your own requirements.

B Rules can be defined to indicate whether applications are
Mandatory or Prohibited and iQNetScan will automatically alert
IT staff if a rule is breached.

Asset Management & Financial Reporting

B Enables you to group and track the distribution of all your
company'’s assets (including non IT assets).

B Allows you to track and calculate each asset value across its entire
life cycle, including depreciation.

B Reports can be configured to your own requirements ensuring
that you are constantly informed of how your assets are being
deployed and managed.

Anti-Virus Monitoring
B Can be configured to automatically update latest Antivirus
definitions (Norton, Symantec, McAfee & CA) across all Windows
PCs and servers on the network.

Web Based Reporting

B Reports can be generated in HTML format and distributed via a
local or remote server.

B iQNetScan also integrates with iQHelpDesk allowing support
technicians to access inventory information through the same
interface.

B Companies, departments or teams can securely view their
inventory information and compliance reports remotely over the
web.
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